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The trainees will experience and differentiate how the attacks are delivered and appear from both the
blue and the red side. The trainees will understand the reasons for the specific attack sent from the
attacker’s point of view and understand how to deal with it relying on the specific framework. (MITRE
ATT&CK, APT)

Trainees: 15 Level: Beginners

Sector: OT Sub Sector: Generation

Description

During this training, the trainees are going to experience the APT from the blue side - as the team that "feels"
the attack, and also will be able to see how it looks from the read team side - as the attackers. this will
complete the "grand picture" of an APT. Once they are able to have better understanding of the two sides, the
protection and action measurements that they will apply in their companies will be more efficient. This
training serves as an awareness training and also management and decision-making training. It can apply to all

level of workers.

-CISO - Chief Information Security Officer
-Decision Makers

-Cyber Forensics Personnel

Target Audience -General employees

-IT/OT Professional

-SOC Analyst

-Incident Response Team Member




Training Outcomes

@ Mandatory Prerequisites
* OT background

-Acquire critical knowledge required to successfully manage a
cyber crisis

-Experience all stages of a complex cyberattack targeted
against organizations

-Gain familiarity with the internal processes and stages of a
cyberattack

U Contact information

For any inquiries on this course, reach out to:

info@cyberpax.eu
+30 210 7525 363
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